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ABSTRACT
Despite their critical role in global connectivity, the internal topolo-
gies of mobile networks remain largely opaque. Packet Data Net-
work Gateways (P-GWs/UPFs) act as the critical egress points where
subscriber traffic exits to the Internet, yet little is known about their
number, placement, or evolution over time. This lack of visibility
limits independent assessments of resilience, latency, and equity in
mobile service delivery.

We presentNetBreakout, an ongoing effort to design a scalable, re-
producible methodology for mapping mobile egress infrastructure.
Our approach begins with inside-out ground truth from subscriber
vantage points and generalizes outward using public datasets such
as CAIDA’s ITDK [2] andM-Lab’s scamper traceroutes [11].We also
leverage the historical Mobiperf dataset (2012–2020) [13], which
contains around 370,000 mobile traceroutes, as a validation base-
line. By focusing on the P-GW as the stable anchor between mobile
access and the Internet core, NetBreakout provides new, policy-
relevant visibility into critical infrastructure. We seek community
feedback onmethodological design, validation strategies, and policy
applications.

1 INTRODUCTION
Mobile networks are no longer a mere convenience; they are a
layer of critical infrastructure underpinning the global economy,
emergency services, and daily life. The COVID-19 pandemic accel-
erated this dependence, cementing mobile broadband (MBB) as an
essential lifeline for healthcare, education, and finance, especially
in regions lacking robust fixed-line alternatives [12, 14].

Although fixed broadband still carries the majority of internet
traffic [4], the unique flexibility of MBB makes it indispensable for
bridging the digital divide. In countries like Bangladesh, for example,
MBB constitutes over 90% of Internet access, playing a critical role
in socio-economic participation [1, 19]. However, this deep reliance
exposes a critical vulnerability: a failure in the mobile core network
can paralyze entire regions, as dramatically demonstrated when
a single facility failure in Nashville, Tennessee in December 2020
disconnected 911 services, air traffic control, and hospital networks
[10, 16]. Understanding the architecture of this vital yet opaque
infrastructure is therefore a pressing concern.

This fundamental opacity presents a significant challenge for
researchers, regulators, and the public. The specific topology of
the mobile packet core—the infrastructure that bridges the Radio
Access Network (RAN) with the global internet—is proprietary
and not publicly disclosed. Central to this core is the Packet Data
Network Gateway (P-GW)1, which serves as the anchor point for

1In 5G networks, the analogous function is provided by the User Plane Function (UPF).
In this paper, we use "P-GW" as a common term to refer to these egress gateways
across both 4G and 5G contexts.

user mobility and acts as the critical egress point, or “breakout,”
for all subscriber traffic destined for the internet. Without a clear
map of this egress topology, it is difficult to independently assess
network resilience against failures, analyze sources of end-to-end
latency, or track how operators are evolving their infrastructure to
support new demands like 5G and edge computing.
ResearchQuestions. This work addresses three fundamental ques-
tions:

(1) Identification: Can we design a scalable methodology to
infer the number and placement of P-GWs within a mobile
operator using primarily public data?

(2) Longitudinal tracking: Can the methodology detect and
validate changes in P-GW deployment over time, enabling
independent monitoring of infrastructure growth and re-
silience?

(3) Geolocation: To what accuracy and at what granularity
can we geolocate P-GWs?

By combining controlled inside-out active measurements from
subscriber vantage points with scalable outside-in inference us-
ing public datasets, NetBreakout provides the first hybrid, mobile-
centric view of Internet egress infrastructure. We argue that such
visibility is vital not only for academic research, but also for strength-
ening resiliency planning and digital equity policy.

2 RELATEDWORK
Early ISP Topology Mapping. The problem of mapping ISP in-
frastructure from the outside traces back to Rocketfuel [18], which
combined BGP-informed directed probing, path reduction heuris-
tics, and novel alias resolution techniques to construct router-level
maps of ten large ISPs. Rocketfuel also pioneered the use of DNS
hostnames to infer router roles and locations, releasing the first
realistic ISP maps to the community. Despite its impact, Rocketfuel
required heavy active probing and was not tailored to mobile net-
works, where subscriber traffic traverses opaque core architectures
hidden behind CGNAT and NAT444 [15].
Router Ownership and AS Boundary Inference. Subsequent
work focused on improving the accuracy of inferring interdomain
borders. The bdrmapIT tool [8] combined heuristics from earlier
efforts (bdrmap [5] and MAP-IT [9]) to infer router ownership and
AS boundaries at Internet scale with 91.8–98.8% accuracy. By sys-
tematically identifying the last hop within an AS before traffic exits,
bdrmapIT provides the state-of-the-art methodology for detecting
border routers.
DNS-basedGeolocation.Rocketfuel’s undns database ofmanually-
crafted regexes seeded two decades of work on hostname-based
inference, but quickly became outdated. More recently in 2020,
Luckie et al. introduced Hoiho [6, 7], which automatically learns
regexes for extracting geohints from rDNS. Validated with operator
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ground truth, Hoiho achieves 94% accuracy in interpreting router
geolocation strings, outperforming earlier systems such as DRoP
[3] and HLOC [17]. We adopt Hoiho’s methodology to corrobo-
rate the location of P-GWs, while also noting its limitations in the
presence of operator-specific naming deviations.
The Unique Challenges of Mobile Network Cartography.
These state-of-the-art topology inference techniques face funda-
mental obstacles when applied to mobile networks because of their
distinct architectural and operational properties. First, mobile cores
are highly opaque: unlike fixed-line ISPs, they rarely use infor-
mative DNS conventions and often block external probes at their
borders. Second, the subscriber edge is particularly difficult to mea-
sure. Carrier-grade NAT (CGNAT) is nearly ubiquitous—Richter
et al. [15] found that over 90% of cellular ASes deploy CGN, often
with multiple layers of NAT444—while operator policies that block
ICMP responses prevent direct reachability testing of end users.
This challenge was highlighted in Access Denied [10], where the
authors had to rely on coarse-grained CAIDA Ark vantage points
to study AT&T’s network, since mobile subscribers—unlike cable
users—did not respond to pings.

Finally, the scarcity of public "inside-out" vantage points forces
researchers to develop creative but bespoke data collection cam-
paigns. The IMC 2021 study [20] introduced the innovative Ship-
Traceroute experiment to gain nationwide visibility by shipping
smartphones across the country. Similarly, both papers [10, 20] re-
sorted to wardriving public WiFi hotspots to acquire the necessary
local vantage points to map service areas. While these active mea-
surement approaches have yielded valuable insights, they remain
labor-intensive campaigns rather than scalable, repeatable frame-
works. This underscores a central gap in the literature: a primarily
passive methodology for systematically mapping mobile network
egress topology does not yet exist.
Synthesis. In summary, Rocketfuel demonstrated router-level ISP
mapping, bdrmapIT advanced AS-boundary inference, and Hoiho
modernized DNS-based geolocation. Yet mobile-specific studies
remain limited, as CGNAT and blocked probes obscure subscriber-
facing infrastructure. To address this gap, NetBreakout aims to
combine inside-out ground truth from subscriber vantage points
with scalable outside-in inference using public datasets. This hy-
brid approach enables the identification, longitudinal tracking and
geolocation of P-GWs—the critical egress anchors where mobile
access meets the Internet core—offering policy-relevant visibility
into infrastructure that is vital yet historically opaque.

3 METHODOLOGY
Our approach is guided by two realities: (i) mobile operators rarely
expose their core topology to external vantage points, often block-
ing ICMP probes at their network borders, and (ii) purely “outside-
in” techniques (e.g., analyzing traceroute data from M-Lab [11] or
CAIDA’s ITDK [2]) risk misclassifying firewalls or filtered inter-
faces as Packet Gateways. To address these limitations, we adopt
an inside-out first methodology that begins with ground truth from
subscriber vantage points within the mobile network, and then
generalizes outward to large-scale public datasets for scalability.

Phase 1: Ground-truth seeding (inside-out)
We deploy controlled subscriber vantage points—initially tethered
Android devices, and ultimately a lightweight measurement app—to
issue traceroutes toward stable external destinations (e.g., Google,
Akamai, Cloudflare). These probes, annotated with GPS metadata,
ensure traffic is treated as legitimate subscriber flows rather than
external scans blocked at network borders. From these traces we
directly identify verified Packet Gateways (P-GWs / UPFs) as the fi-
nal in-AS hop before egress. An open design question remains: how
many probes, and with what geographic distribution, are needed
for representative coverage? This is a key area where we seek com-
munity feedback.

Phase 2: Feature extraction from ground truth
Verified P-GW IPs will be analyzed for consistent features, includ-
ing reverse DNS naming conventions, IPv6 structural hints, BGP
prefix characteristics, and latency signatures. These features form
a descriptive model of what makes an IP address a likely mobile
egress gateway.

Phase 3: Scalable inference (outside-in)
Weapply heuristics learned from inside-out detection of P-GWs—such
as naming patterns, IPv6 structure, BGP context, and RTT signa-
tures—to large-scale public datasets. CAIDA’s ITDK derives tracer-
outes to randomly selected destinations in each routed /24 prefix
via Ark monitors [2], while M-Lab’s traceroute data is generated
using scamper as a sidecar tool during NDT measurements, tracing
from the server to the client that initiated the test [11]. We acknowl-
edge that many of these outside-in traceroutes are truncated or
blocked at provider boundaries. Nevertheless, by matching partial
signals from these traces against our ground-truth model, we can
infer candidate egress routers likely to serve as P-GWs. This hybrid
approach combines the broad coverage of outside-in data with the
precision of inside-out validation.

Phase 4: Evaluation and longitudinal tracking
We evaluate the accuracy of scalable inference against our con-
trolled ground-truth probes, measuring precision/recall for P-GW
identification and city-level error for geolocation. To strengthen
validation, we will also leverage the historical Mobiperf [13] dataset
(2012–2020), which contains around 370,000 inside-out traceroutes,
40% ofwhich originate frommobile networks (primarily U.S. providers).
Although dated, this dataset provides valuable validation material
and a longitudinal baseline for assessing how P-GW deployments
evolved during the transition from 3G to LTE to early 5G. Once
validated, we will repeat the pipeline across historical snapshots
of ITDK and BGP data to track changes in P-GW deployment over
time. To strengthen validation, we also plan to explore partnerships
with third-party platforms (e.g., Cloudflare) that observe mobile
egress traffic at scale.

4 CONCLUSION
Although we do not yet have results to present, NetBreakout lays
the groundwork for a scalable, reproducible framework to illumi-
nate mobile network egress infrastructure. By sharing our design
early, we hope to gather community feedback that will sharpen our
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methodology, strengthen validation, and guide the policy-relevant
questions this work can address.
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