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Abstract

IP geolocation databases are widely used in research, policy,
and industry, yet their accuracy across network types and ge-
ographies remains poorly characterized. We present a large
scale evaluation of four major providers (MaxMind GeoLite2,
IPinfo, IP2Location, and DB-IP) using ground truth from RIPE
Atlas and UNICEF Giga across 175 countries. We find that
mobile networks exhibit median errors more than 10 times
higher than fixed networks across all providers (179-207 km
vs. 3—16 km), and that Global South regions show significantly
higher failure rates than Global North: Asia exceeds 53—-61%
and Africa 66—72%, compared to 9-20% in Europe. We trace
both gaps to a shared structural source: provider prefixes in mo-
bile networks and Global South geographies are more likely to
be coarser than BGP announcements, and approximately 70%
of mobile prefixes span more than 100 km geographically. Our
findings point to prefix granularity as a common explanatory
factor: coarser prefixes consistently produce the highest errors
regardless of provider, network type, or geography.

1 Introduction

IP geolocation databases map IP addresses to physical loca-
tions and are widely used across research, industry, and policy.
Measurement platforms, researchers, and policy makers use
them to associate performance data with geographic commu-
nities and identify underserved populations [16, (17} [18] 23].
Content delivery networks use them for traffic steering and la-
tency optimization [20], and advertising platforms use them for
geographic targeting [3]. Despite this pervasive use, the accu-
racy of these databases outside the conditions under which they
have historically been evaluated remains poorly understood.
Prior evaluations [20, 23} 5] have documented meaningful
errors in IP geolocation, but their ground truth is drawn pre-
dominantly from fixed broadband networks in North America
and Europe. This leaves two significant blind spots. First,
mobile networks, where subscribers’ IP addresses are assigned
by carrier-grade NAT infrastructure [21] that may aggregate
traffic across large geographic regions, have received little sys-
tematic attention. Second, the Global South, where mobile
connectivity is often the primary access medium and where
IP address allocation practices may differ substantially from
wealthier regions, is nearly absent from existing benchmarks.
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Whether current databases are accurate enough to support the
research, policy, and operational decisions that depend on them
in these contexts is an open question.

We address this gap with a large scale measurement study of
four major IP geolocation providers: MaxMind GeoLite2 [13]],
IPinfo [9]], IP2Location [8], and DB-IP [4]. We evaluate ac-
curacy against ground truth drawn from two complementary
sources. RIPE Atlas [22]] provides our primary instrument, of-
fering stable, well-characterized vantage points that are dense
in North America and Europe but span multiple continents,
predominantly on fixed networks. UNICEF Giga school con-
nectivity measurements [26} [25]] augment our dataset with cov-
erage of the Global South and mobile networks that RIPE Atlas
alone cannot provide at scale; to our knowledge, this is the first
use of the Giga dataset as a ground truth instrument for IP
geolocation evaluation, introducing it as a new resource for
the network measurement community. Together, our ground
truth comprises 37,302 observations spanning 175 countries
collected over a one-month window, with explicit coverage of
mobile, fixed, and satellite access network types.

We address two research questions:

* RQ1: How does IP geolocation accuracy vary across
access network types?

* RQ2: How does IP geolocation accuracy vary across
geographies at global scale?

Our analysis reveals consistent and large accuracy gaps along
both dimensions. Mobile networks exhibit median errors an
order of magnitude higher than fixed networks, with all four
providers failing at similar rates on mobile, pointing to a com-
mon rather than provider-specific cause. Global South regions
show significantly higher failure rates than Global North across
all providers and all continents. We trace both gaps to a shared
structural source: provider prefixes in mobile networks and
Global South geographies are substantially coarser than BGP
announcements, and approximately 70% of mobile prefixes
span more than 100 km geographically.

This paper makes the following contributions. First, we
present the first large scale evaluation of IP geolocation ac-
curacy across both fixed and mobile networks and Global
South geographies, using 37,302 georeferenced observations
spanning 175 countries. Second, we introduce the UNICEF
Giga [26] school connectivity measurements as a new ground
truth resource for evaluating geolocation accuracy, providing
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coverage of mobile networks and the Global South absent from
prior benchmarks. Finally, we show that BGP prefix granu-
larity is a consistent explanatory factor for the Global South
accuracy gap, and a contributing factor for the mobile accuracy
gap, supported by within-prefix geographic spread analysis and
BGP prefix size comparisons across all geolocation providers.

2 Datasets and Methodology

2.1 Ground Truth Dataset

We construct ground truth from two complementary sources.
RIPE Atlas [22] provides our primary instrument, compris-
ing 10,294 IPv4 and 5,716 IPv6 probe records collected on
March 23, 2026, filtered to probes with operator-reported co-
ordinates, stable IP addresses over the preceding 30 days, and
excluding IPs appearing at multiple probes to remove potential
NAT or VPN addresses (323 rows removed, 16,010 retained
across 10,561 unique probes). RIPE Atlas probes are dense in
North America and Europe, and only approximately 1% carry
a mobile network tag, limiting mobile network coverage in our
ground truth. We note that a small fraction (1.5%) of RIPE
Atlas probes misreport their geolocation, with violations dis-
proportionately concentrated in low-coverage regions such as
southern Africa [L1]; we treat probe-reported coordinates as
ground truth with this caveat.

UNICEF Giga school connectivity measurements augment
our dataset with Global South and mobile network coverage
that RIPE Atlas cannot provide at scale [26, [25]. Giga runs
NDT7 speed tests [16] from GPS-reported school locations
across 33 countries. We apply four sequential filters: (1) a one-
month measurement window (February 15 to March 15, 2026);
(2) removal of measurements where school GPS coordinates
are missing; (3) deduplication to unique (IP, school) pairs,
and (4) exclusion of IPs appearing at more than one school
within the one-month measurement window, a conservative
heuristic to identify NAT/CGNAT addresses where the same IP
serves multiple geographic locations. The filtered Giga dataset
comprises 21,292 unique (IP, school) pairs across 4,872 schools
in 27 countries. Combined with RIPE Atlas, our ground truth
totals 37,302 observations spanning 175 countries, of which
74.7% are IPv4 and 25.3% are IPv6.

IP Reuse and Unit of Analysis. We treat individual observa-
tions as our unit of analysis, where each observation is defined
as a unique (IP address, vantage point) pair. For RIPE Atlas,
each observation corresponds to a single connected probe with
a stable IPv4 or IPv6 address and operator-reported coordi-
nates. For Giga, each observation corresponds to one unique
(IP, school) pair within the measurement window. IP reuse in
Giga takes two forms: a single school observed with multiple
IPs over time, consistent with DHCP reassignment at a fixed
location; and a single IP observed at multiple schools, con-
sistent with NAT, CGNAT, or VPN infrastructure aggregating
traffic from geographically dispersed locations [21} |6]]. The
former preserves valid ground truth, as each IP corresponds
to that school’s location at the time of measurement. The lat-
ter introduces ground truth uncertainty, as the IP termination

point may be far from any individual school. We conserva-
tively exclude IPs appearing at more than one school within
the one-month measurement window to remove likely NAT,
CGNAT, and VPN addresses.

2.2 Geolocation Provider Databases

Our evaluation covers data from four geolocation providers:
MaxMind GeoLite2 [[15]], IPinfo [9]], IP2Location [8] DBI11,
and DB-IP [4] Litep_-] All four snapshots were collected in the
fourth week of March 2026 (March 25 for MaxMind, IPinfo,
and IP2Location; March 27 for DB-IP), closely following our
ground truth collection window (February 15 to March 23,
2026), to minimize risk of drift. Each entry in a geoloca-
tion database consists of contiguous IP address ranges, with
one predicted location assigned per range, rather than per IP
address. We refer to these ranges as geolocation prefixes.

2.3 Mobile Vantage Point Classification

Although user tags allow us to classify RIPE Atlas vantage
points as mobile vs fixed, the Giga dataset does not directly
label the access network type of each measurement. We thus
derive the network type from the client ASN recorded by the
M-Lab platform for each NDT speed test run from these van-
tage points. First, we map each ASN to its organization name
using the CAIDA AS20rg dataset [1]. Second, an Al agent
classifies each organization by performing a web search and in-
specting (in priority order) whether the organization has been
assigned an MCC/MNC code [[10] (a unique identifier for mo-
bile network operators), the services and plans outlined on the
organization’s website, and news articles about the organiza-
tion’s service offerings. Based on this information, the agent
classifies each operator by access technology type (Mobile
only, Fixed only, Both, or Satellite), a dominance label (mo-
bile dominant, fixed dominant, or balanced) where applicable,
a confidence score, and a reasoning statement supporting its
classification. Finally, a domain expert on the author team
manually validates and corrects all agent classifications before
they are applied to the dataset.

For analyses comparing mobile and fixed network accuracy,
we define mobile observations as those classified as Mobile
only, or Both with mobile dominant traffic. Fixed observations
are those classified as Fixed only, or Both with fixed dom-
inant traffic. Observations classified as Both with balanced
dominance cannot be attributed to a single access type at the
observation level and are excluded from mobile versus fixed
comparisons but retained in geography-level analyses. Satel-
lite observations are included in overall accuracy analysis but
excluded from mobile-versus-fixed comparisons. This classi-
fication yields 5,358 mobile, 18,310 fixed, 12,071 Both, and
1,196 satellite observations.

'MaxMind GeoLite2 and DB-IP Lite are freely available. We obtained a
research license to IPinfo’s commercial product. IP2Location provided access
to their commercial DB11 product after we contacted them with preliminary
results using their free LITE product (@.



2.4 BGP Prefix Data and Classification

To compare geolocation prefix granularity against globally
announced routing prefixes, we use the CAIDA RouteViews
Prefix-to-AS dataset [2} [29] snapshot dated March 15, 2026,
containing 1,082,764 IPv4 prefix entries. For each observed
IP, we compare its geolocation prefix size to the corresponding
BGP-announced prefix, classifying the relationship into either
Exact matches, Smaller (finer) when the geolocation prefix is
smaller than the BGP-announced prefix, Larger (coarser), or
No Match if there is no overlap with an announced prefix. We
examine how the distribution of these categories varies in

3 Results

3.1 Accuracy by Network Type

To characterize how geolocation accuracy varies across access
network types, we compare error distributions for fixed and
mobile observations across all four providers.
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Figure 1: Geolocation error for fixed and mobile networks.
Mobile networks show median errors more than 10 times higher
than fixed across all providers.

Figure [T] shows the CDF of geolocation error for fixed and
mobile observations across all four providers. Fixed net-
works achieve median errors of 3—16 km across providers
(IP2Location 3 km, IPinfo 8 km, DB-IP 16 km, MaxMind
13 km), though p90 errors exceed hundreds of kilometers even
for fixed networks, indicating that a long tail of poorly ge-
olocated addresses exists regardless of network type. Mobile
networks exhibit dramatically higher errors: median errors
range from 179 to 207 km across providers (IPinfo 179 km,
IP2Location 186 km, DB-IP 207 km, MaxMind 204 km), an
order of magnitude higher than fixed network performance.

Critically, all four providers fail at similar rates on mo-
bile networks, with their CDF curves converging in the mo-
bile regime despite diverging substantially on fixed networks.
This convergence suggests the mobile accuracy gap is not at-
tributable to differences in provider methodology but reflects a
common property of mobile network addressing. We investi-
gate this source in §4]

3.2 Accuracy by Geography

To examine how geolocation accuracy varies across geogra-
phies, we compute the failure rate per continent, defined as
the fraction of observations where geolocation error exceeds
100 km — corresponding roughly to the scale at which errors
become consequential for regional analyses.

Figure[2] shows the geolocation failure rate by continent and
global region across all four providers. A clear and consistent
geographic disparity emerges across both dimensions, and this
pattern holds across all four providers.

Asia and Africa are the worst affected regions. Across all

providers, Asia failure rates range from 53 to 61% and Africa
from 66 to 72%. Oceania shows intermediate failure rates of
43 to 46%, while the Americas (8 to 22%) and Europe (9 to
20%) remain well below the 50% threshold. The consistency of
these rankings across all four providers indicates the geographic
disparity is not provider-specific. At the global region level,
Global South observations show failure rates 2 to 3 times higher
than Global North across all providers (GS: 54-61%, GN: 8-
20%).
Statistical significance. To test whether the Global North
versus Global South accuracy gap is statistically significant,
we compute country-level median errors and apply the Mann-
Whitney U test [[14], with rank-biserial correlation [13] as the
effect size measure, excluding countries with fewer than 20
observations, leaving 44 Global North and 44 Global South
countries. Table[I|shows the results. All four providers show a
statistically significant gap, with effect sizes ranging from large
(IP2Location, r=0.666) to small (DB-IP, r=0.256), indicating
that while the geographic gap is universal, its magnitude varies
across providers.

Provider MW p-value Effect size (r)
IP2Location <0.001* 0.666
IPinfo <0.001* 0.429
MaxMind 0.005* 0.322
DB-IP 0.019* 0.256

*significant at & = 0.05

Table 1: Global North vs. Global South country-level median
error (Mann-Whitney U test, @« = 0.05). Effect size r is the
rank-biserial correlation.

Country-level misassignment.  Beyond distance errors,
wrong-country assignments are rare across all four providers
(fewer than 1% of observations per provider), but the cases
that do occur tend to be concentrated in specific prefixes
rather than distributed randomly. Europe and the Americas
account for the largest absolute counts, driven primarily by
cross-border spillover among geographically proximate coun-
tries (e.g., Germany assigned to France). In contrast, Asia
shows the fewest misassignments despite having the highest
failure rates, suggesting Asian errors manifest as large within-
country distance errors rather than cross-border placement.
Notable cases include Fiji observations assigned to the United
States by IP2Location and MaxMind (167 observations each,
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Figure 2: Geolocation failure rate (error > 100 km) by continent and global region across four providers. Asia and Africa exceed
50% across all providers; Europe and the Americas stay below 25%.

all satellite), and Turks and Caicos observations assigned to Ja-
maica by IP2Location and DB-IP (15 observations each). Full
wrong-country assignment counts by continent are shown in
Appendix (Figure 3).

4 What Limits Accuracy?

Our results in @ illustrate that all four geolocation providers
face similar accuracy gaps in both mobile networks and in
the Global South, despite each using independent geoloca-
tion methodologies. To investigate this further, we evaluated
the geolocation prefix structure of each database across these
dimensions, specifically the spread among observed vantage
points within a geolocation prefix as well as the relationship
between geolocation prefix size and announced BGP prefixes.

4.1 Within-Prefix Geographic Spread

We compute the spread of each geolocation prefix directly:
for every prefix with at least two unique ground truth IPs, we
calculate the maximum pairwise Haversine distance among all
unique vantage point coordinates assigned to that prefix. A ge-
olocation prefix with a large spread is inaccurate since it groups
IP addresses together that are actually located across a broad
area. Across all geolocation providers, a substantial fraction of
geolocation prefixes have large spreads: between 32 and 40%
of all geolocation prefixes span more than 100 km, and 9 to
14% span more than 500 km. Within-prefix spread is signifi-
cantly larger in mobile networks compared to fixed (Figure 3):
approximately 70% of mobile prefixes span more than 100 km.
Within-prefix spread thus drives part of the mobile accuracy
gap observed in §|3:f|; although this is expected given the nature
of mobile networks and prior work [23]], our work is the first to
quantify this behavior. The same pattern holds geographically.
Table [2| compares the distribution of wide prefixes (spread >
100 km) between the Global North and Global South. Wide
prefixes are roughly twice as prevalent in the Global South,
similarly driving the accuracy gap observed in §3.2] IP ad-
dresses that fall within geolocation prefixes with large spread

will suffer poor accuracy due to coarse database granularity;
this disproportionately impacts addresses on mobile networks

and in the Global South.
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Figure 3: Within-prefix geographic spread for fixed and mobile
networks. Geolocation prefixes covering mobile networks tend
to span larger areas than those from fixed networks.

4.2 Geolocation vs. BGP Prefix Granularity

We next compare each geolocation prefix against the most spe-
cific BGP-announced prefix covering its IP address range. Our
objective is to determine whether providers operate at a coarser,
finer, or equal granularity compared to routing infrastructure,
and whether this pattern varies across network types and ge-
ographies in ways that explain the accuracy gaps observed in

Table [3] summarizes the BGP prefix classification results,
median errors by class, and the geographic breakdown of
Larger prefixes across all four providers for IPv4. Among
provider prefixes observed in our ground truth, the majority are
finer than their corresponding BGP announcements, indicating
that providers subdivide prefixes beyond what is advertised
in routing tables. However, a meaningful fraction aggregate
across BGP boundaries (Larger): MaxMind shows the highest



Global North Global South
Provider % Wide Median % Wide Median
IP2Location 19.5% 186 km 52.5% 343 km
MaxMind 30.3% 269 km 55.8% 413 km
IPinfo 16.3% 196 km 49.8% 315 km
DB-IP 21.8% 246 km 57.9% 363 km

Table 2: Within-prefix geographic spread by region. Prefixes
with >100 km spread are 2-3x more prevalent in the Global
South.

Larger share at 18.7%, more than three times that of DB-IP
(5.9%).

The median error columns reveal a consistent ordering in
three of four providers: Larger prefixes produce the highest
errors and Smaller prefixes produce the lowest, with Smaller
median errors of 1641 km. DB-IP is an exception where
this ordering does not hold, likely reflecting its small Larger
prefix pool. Full error distributions by BGP class are shown in
Figure[6]in the Appendix.

The rightmost columns of Table |3[ show how Larger prefix
share and associated errors differ between Global North and
Global South. The Global South consistently shows 2 to 3
times more Larger prefixes than the Global North: MaxMind’s
Global South share reaches 39% compared to 12.9% in the
North, and even DB-IP shows a two-fold difference (9.8% vs.
4.6%). The error consequences are substantial: Global South
p50 errors for Larger prefixes range from 101 to 179 km across
providers, compared to 4 to 34 km in the Global North. This
concentration of coarse prefixes in the Global South directly
explains the geographic accuracy gap observed in and
is consistent with the within-prefix spread findings in
Global South IP address space is disproportionately covered
by prefixes that aggregate across BGP boundaries, likely re-
flecting structural differences in IP address allocation density
between regions [6]. The Fixed and Mobile columns of Ta-
ble [3| further show that mobile p50 errors within the Larger
class remain substantially higher than fixed across all providers
(208-338 km vs. 6-28 km), despite variable Larger prefix share
between the two network types. This indicates that BGP prefix
coarseness alone does not fully account for the mobile accu-
racy gap; CGNAT-driven geographic dispersion of subscribers
within coarse prefixes is an additional contributing factor, con-
sistent with the within-prefix spread findings in

5 Discussion

Geolocation provider engagement. We contacted all four
geolocation providers to discuss our results; only IPinfo and
IP2Location responded to us. IPinfo acknowledged the chal-
lenges of deploying measurement vantage points in the Global
South compared to the Global North. For prefix sizing, they
noted that hijack-defense announcements can produce smaller
announced BGP prefixes that do not correspond to finer geo-
graphic granularity, and that geolocation providers sometimes

collapse same-location prefixes together to reduce physical
database size. IP2Location provided access to their commer-
cial DB11 database for comparison against the LITE version
used in our initial evaluation. In line with prior work [23l],
commercial version shows only modest improvement in over-
all median error (19 to 17 km) and p90 error (379 to 368 km),
with no improvement on mobile (186 km median for both)
compared to the LITE version.

MaxMind accuracy radius. MaxMind’s GeoLite2 database
uniquely provides a stated accuracy radius field intended to
convey confidence in each location estimate. We find that over
half of observations (51%) exceed MaxMind’s stated accuracy
radius, with a p90 ratio of actual error to stated radius of 10x.
Researchers and practitioners who use the accuracy radius field
to filter or weight geolocation estimates should be aware that it
substantially underestimates true error, particularly in mobile
and Global South contexts.

Limitations. RIPE Atlas probe coordinates are operator-
reported with a small misreport rate concentrated in low-
coverage regions [11]]; Giga GPS coordinates are sourced from
government stakeholders (typically Ministries of Education)
through national school censuses or dedicated location collec-
tion efforts, and undergo basic validity checks by the Giga team
(boundary containment, duplicate detection) but are not inde-
pendently validated in most countries [26]. These coordinates
may not precisely reflect the network attachment point of each
measurement, introducing a small but unquantifiable source of
ground truth uncertainty. A large fraction of our combined
ground truth (57% of Giga observations) falls in ASNs we
categorize as providing Both fixed and mobile service and is
excluded from mobile versus fixed comparisons, which may
limit the representativeness of our RQ1 findings. Our analysis
covers a single one-month snapshot in early 2026; we do not
assess temporal stability of geolocation prefix assignments or
accuracy trends. Finally, our BGP prefix analysis is limited to
IPv4.

6 Related Work

IP geolocation methods. Early work on IP geolocation ex-
plored complementary approaches. Padmanabhan and Subra-
manian [[19] compared database-driven methods against active
measurement techniques, concluding that database methods
held the greatest practical promise. Gueye et al. [[7] proposed
constraint-based geolocation using latency measurements from
distributed landmarks, Katz-Bassett et al. [[12] further refined
latency-based geolocation using topology measurements from
traceroutes. Despite continued refinement of active methods,
commercial databases remain the dominant approach in prac-
tice due to their low cost and ease of deployment, motivating
the need for accurate characterization of their limitations.

IP geolocation database evaluation. Poese et al. [20]] con-
ducted an early evaluation of commercial IP geolocation
databases, finding median errors between tens and hundreds
of kilometers. Shavitt and Zilberman [24] evaluated multi-
ple databases using point-of-presence based ground truth de-



Provider Total Prefix Class (%), p50 Error (km) Fixed (Larger) = Mobile (Larger) GN (Larger) GS (Larger)
Exact Smaller Larger %o p50 Err. %o p50 Err. %o p50 Err. %o p50 Err.
IP2Location 12,185 24%,44  69%, 16 7%, 54 8% 6 km 4% 208 km 5% 4 km 13% 119 km
MaxMind 10,520  26%,29  54%, 30 19%, 85 18% 28 km 29%  217km  13% 34 km 39% 179 km
IPinfo 12,222 19%, 34 70%, 21 10%, 61 10% 7 km 12% 225 km 7% 10 km 18% 176 km
DB-IP 12,432 23%,60 71%, 41 6%, 21 7% 6 km 3% 338 km 5% 6 km 10% 101 km

Table 3: BGP prefix classification, median geolocation error by class, and Larger prefix share by network type and region for
all IPv4 provider prefixes. Larger (Coarser) prefixes produce the highest errors in three of four providers and are 2 to 3 times

more prevalent in Global South (GS) than Global North (GN).

rived from delay measurements. Gharaibeh et al. [5] examined
router geolocation, using CAIDA Ark as ground truth. Saxon
and Feamster [23]] leveraged dense GPS-located vantage points
in three US cities to show that IP geolocation performs well
on fixed broadband but poorly on mobile networks. Our work
extends these evaluations to 175 countries with explicit mobile
and Global South coverage, and provides a structural explana-
tion for the accuracy gaps through BGP prefix analysis.
Mobile network addressing and CGNAT. Richter et al. [21]]
showed that CGNAT is near ubiquitous in mobile networks,
causing many subscribers to share a single public IP address
across large geographic areas. Giotsas and Fayed [6] further
characterized CGNAT concentration in the Global South, find-
ing that Africa and Asia have the highest user-to-IP ratios.
These structural properties of mobile addressing align with the
prefix coarseness we observe in §4]

7 Conclusion

We presented a large scale evaluation of four major IP ge-
olocation providers across 175 countries, using GPS-reported
ground truth from RIPE Atlas and UNICEF Giga with explicit
coverage of mobile networks and Global South geographies.
Our analysis reveals that mobile networks exhibit median errors
over 10 times higher than fixed networks across all providers,
and that Global South regions show failure rates 2 to 3 times
higher than Global North — gaps that are consistent across
providers and statistically significant.

Through within-prefix geographic spread analysis and BGP
prefix comparison, we trace both gaps to a shared structural
source: provider prefixes in mobile networks and Global South
geographies are substantially coarser than BGP announce-
ments, and a single prefix frequently covers geographic areas
spanning hundreds of kilometers. These findings suggest that
improving geolocation accuracy in mobile and Global South
contexts requires finer prefix granularity at the provider level
— a challenge rooted in IP address allocation structure rather
than database methodology alone.

Our findings have direct implications for researchers who
use IP geolocation in measurement studies. Elevated mobile
and Global South geolocation error is common to all geolo-
cation providers we evaluate, both free and commercial, so
studies cannot escape it by switching geolocation providers.
We recommend that researchers (i) avoid sub-national geo-

graphic claims for IPs whose access network or country falls
in these classes, and (ii) treat the geolocation prefix size as a
per-observation accuracy bound — large prefixes flag estimates
that should be down-weighted or excluded.

References

[1] CAIDA. AS to organization mapping dataset.
https://www.caida.org/catalog/datasets/
as-organizations/, 2026. Accessed: March 2026.

[2] CAIDA. Routeviews prefix to AS mappings dataset

(IPv4 and IPv6). https://www.caida.org/catalog/

datasets/routeviews-prefix2as/, 2026. Snapshot:

March 15, 2026.

[3] Patricia Callejo, Marco Gramaglia, Ruben Cuevas, and

Angel Cuevas. A deep dive into the accuracy of ip ge-

olocation databases and its impact on online advertising.

IEEE Transactions on Mobile Computing, 22(8):4359—

4373, 2022.

[4] DB-IP. DB-IP IP geolocation database. https://

db-ip.com/, 2026. Accessed: March 27, 2026.

[5] Manaf Gharaibeh, Anant Shah, Bradley Huffaker, Han

Zhang, Roya Ensafi, and Christos Papadopoulos. A look

at router geolocation in public and commercial databases.

In Proceedings of the 2017 Internet Measurement Con-

ference, pages 463—469, 2017.

[6] Vasilis Giotsas and Marwan Fayed. One IP address, many

users: Detecting CGNAT to reduce collateral effects.

Cloudflare Blog, 2025. Accessed: April 2026.

[7] Bamba Gueye, Artur Ziviani, Mark Crovella, and Serge

Fdida. Constraint-based geolocation of internet hosts. In

Proceedings of the 4th ACM SIGCOMM conference on

Internet measurement, pages 288-293, 2004.

[8] TP2Location. IP2Location database. https://www.

ip2location.com/, 2026. Accessed: March 25, 2026.

[9] IPinfo. IPinfo IP geolocation database. https://

ipinfo.io/) 2025. Accessed: November 2025.


https://www.caida.org/catalog/datasets/as-organizations/
https://www.caida.org/catalog/datasets/as-organizations/
https://www.caida.org/catalog/datasets/routeviews-prefix2as/
https://www.caida.org/catalog/datasets/routeviews-prefix2as/
https://db-ip.com/
https://db-ip.com/
https://www.ip2location.com/
https://www.ip2location.com/
https://ipinfo.io/
https://ipinfo.io/

[10] ITU-T. The international identification plan for pub-
lic networks and subscriptions.  Technical Report
Recommendation E.212, International Telecommunica-
tion Union, Telecommunication Standardization Sector,
Geneva, June 2024.

[11] Katherine Izhikevich, Ben Du, Sumanth Rao, Alisha
Ukani, and Liz Izhikevich. Trust, but verify, operator-
reported geolocation. arXiv preprint arXiv:2409.19109,

2024.

[12] Ethan Katz-Bassett, John P John, Arvind Krishnamurthy,
David Wetherall, Thomas Anderson, and Yatin Chawathe.
Towards ip geolocation using delay and topology mea-
surements. In Proceedings of the 6th ACM SIGCOMM

conference on Internet measurement, pages 71-84, 2006.

[13] Dave S Kerby. The simple difference formula: An ap-
proach to teaching nonparametric correlation. Compre-

hensive Psychology, 3:11-IT, 2014.

[14] Henry B Mann and Donald R Whitney. On a test of
whether one of two random variables is stochastically
larger than the other. The annals of mathematical statis-

tics, pages 50-60, 1947.

[15] MaxMind. GeoLite2 geolocation data. https://www.

maxmind.com/, 2026. Accessed: March 25, 2026.

[16] Measurement Lab. The M-Lab NDT data set. https:
//measurementlab.net/tests/ndt, 2026. Bigquery
table measurement-lab.ndt.download.

[17] Microsoft. United states broadband usage percentages
dataset. GitHub repository, 2022.

[18] Syed Tauhidun Nabi, Zhuowei Wen, Brooke Ritter, and
Shaddi Hasan. Red is sus: Automated identification of
low-quality service availability claims in the us national
broadband map. In Proceedings of the 2024 ACM on

Internet Measurement Conference, pages 2—18, 2024.

[19] Venkata N Padmanabhan and Lakshminarayanan Subra-
manian. An investigation of geographic mapping tech-
niques for internet hosts. In Proceedings of the 2001
conference on Applications, technologies, architectures,
and protocols for computer communications, pages 173—

185, 2001.

[20] Ingmar Poese, Steve Uhlig, Mohamed Ali Kaafar, Benoit
Donnet, and Bamba Gueye. Ip geolocation databases:
Unreliable? ACM SIGCOMM Computer Communication

Review, 41(2):53-56, 2011.

[21] Philipp Richter, Florian Wohlfart, Narseo Vallina-
Rodriguez, Mark Allman, Randy Bush, Anja Feldmann,
Christian Kreibich, Nicholas Weaver, and Vern Paxson.
A multi-perspective analysis of carrier-grade nat deploy-
ment. In Proceedings of the 2016 Internet Measurement

Conference, pages 215-229, 2016.

[22] RIPE NCC Staff. RIPE Atlas: A global internet measure-
ment network. Internet Protocol Journal, 18(3):2-26,
2015.

[23] James Saxon and Nick Feamster. Gps-based geolocation
of consumer ip addresses. In International Conference
on Passive and Active Network Measurement, pages 122—

151. Springer, 2022.

[24] Yuval Shavitt and Noa Zilberman. A geolocation
databases study. IEEE Journal on Selected Areas in Com-

munications, 29(10):2044-2056, 2011.

[25] UNICEF. Giga meter: School connectivity mea-
surement  tool. https://github.com/unicef/
project-connect-daily-check-app, 2023. Utilizes

M-Lab NDT protocol for speed measurement.

[26] UNICEF and ITU. Giga: Connect every school to the
internet. https://giga.global/, 2019. Accessed:

March 2026.

[27] United Nations Conference on Trade and De-
velopment. Country classifications. https:
//unctadstat.unctad.org/EN/Classifications/
DimCountries_All Hierarchy.pdf, 2024. Ac-

cessed: March 2026.

[28] United Nations Statistics Division. Standard country or
area codes for statistical use (M49). https://unstats.
un.org/unsd/methodology/m49/, 2024. Accessed:

March 2026.

[29] University of Oregon Route Views Project. Route-
views: Internet routing table archive. https://www.

routeviews.org/, 2026.

Appendix
A Ethics

Our use of data in this paper raises no ethical concerns. All
datasets used in this paper are publicly available: RIPE Atlas
probe metadata is publicly accessible via the RIPE Atlas API,
UNICEF Giga school connectivity measurements are available
through the Giga project, and all four IP geolocation databases
are available for download under free or academic licenses. No
human subjects were involved in this research.

B Terminology

Global North and Global South. We classify countries into
Global North and Global South following the UNCTAD coun-
try classification scheme [27]], with country-to-region mapping
following the UN M49 standard [28]]. Global North encom-
passes countries in Northern America, Europe, Russia, Aus-
tralia, and New Zealand. Global South encompasses countries
in Africa, Asia (excluding Japan, South Korea, Singapore, and
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Israel, which follow UNCTAD developed economy classifi-
cation), Latin America and the Caribbean, and Pacific Island
nations. Our statistical comparison in Section [3.2]includes 44
Global North and 44 Global South countries after excluding
countries with fewer than 20 observations.

Geolocation Prefix vs. BGP Prefix. A geolocation prefix
is a contiguous range of IP addresses to which a geolocation
database assigns a single predicted location. Provider prefixes
are defined by each database independently based on their pro-
prietary data sources and methodology, and may not align with
routing boundaries. A BGP prefix is a block of IP addresses
announced by an autonomous system via the Border Gateway
Protocol, reflecting how the global routing infrastructure di-
vides and delegates address space. The two are distinct: a
provider’s geolocation prefix may be finer, coarser, or exactly
aligned with the BGP prefix covering the same address range.
We compare these in Section to assess whether providers
operate at a granularity consistent with routing infrastructure.

C Distribution of Ground Truth Van-
tage Points

Figure [4] shows the geographic distribution of all ground truth
vantage points used in our evaluation. The complementary
coverage of RIPE Atlas and UNICEF Giga highlights a key
limitation of existing measurement infrastructure: RIPE Atlas
probes are concentrated in Europe and North America, while
Giga extends coverage to underrepresented regions including
Central Asia, sub-Saharan Africa, and Oceania. The distribu-
tion of mobile vantage points further motivates RQ1, as mobile
coverage is almost entirely driven by Giga, which serves as the
primary source of mobile ground truth in our dataset.

D Additional Results:
Misassignments

Country-Level

Figure[5]|shows the full distribution of country-level misassign-
ment counts by continent across all four providers, comple-
menting the summary presented in Section

E Geolocation Error by BGP Prefix
Classification

Figure [6] shows the full error distributions stratified by BGP
prefix classification for all four providers, complementing the
summary statistics in Table [3] The CDF curves reveal that
the ordering of Larger > Exact > Smaller errors holds across
the entire error distribution for IP2LLocation, MaxMind, and
IPinfo. DB-IP is an exception where the Larger class produces
the lowest errors, consistent with its small Larger prefix pool
(n=1,466 observations) noted in Section[d.2]

Provider Class Mob % Mobp50 Fix % Fixp50 Ratio
Exact 19.4% 187km  26.0% 4km 44.0x
IP2Location  Smaller 76.0% 246 km  65.7% 3km 70.7x
Larger 4.5% 208 km 8.1% 6km 36.3%x
Exact 13.8% 178 km  27.4% 9km 18.9x
MaxMind Smaller 56.8% 353km  54.0% 11km 31.1x
Larger 29.1% 217km  18.0% 28 km 7.7%
Exact 9.8% 111km 21.3% 6km 19.6x
IPinfo Smaller 78.2% 269 km  68.0% 14km  19.0x
Larger 11.9% 225km  10.5% 7km 34.5x
Exact 19.4% 210km  24.6% 10km  20.7x
DB-IP Smaller 77.1% 262km  68.3% 26 km  10.1x
Larger 3.4% 338 km 6.8% 6km 52.3x

Mob/Fix %: share of unique prefixes in each class. Ratio: mobile p50 / fixed p50.
Mobile: 4,348 obs  Fixed: 12,509 obs. Excludes Both, Satellite, Other ASN types.

Table 4: Mobile vs. fixed median geolocation error by BGP pre-
fix class (IPv4). The mobile/fixed gap persists across all BGP
classes and all providers, indicating that BGP prefix coarseness
alone does not fully account for the mobile accuracy gap.
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Figure 4: Ground truth vantage points from RIPE Atlas (blue circles, n=10,561 probes) and UNICEF Giga (green circles,
n=4,872 schools), with mobile-tagged points shown as stars. RIPE Atlas is dense in Europe and North America but includes
only 124 mobile vantage points, while UNICEF Giga provides broader Global South coverage (e.g., Central Asia, Africa, Fiji)

and contributes 1,436 mobile vantage points,
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Figure 5: Wrong-country assignment count by continent across all four providers. While rare overall (fewer than 1% of
observations per provider), misassignments concentrate in Europe, the Americas, and Oceania rather than in Asia and Africa

where failure rates are highest.
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